Statement of General Routine Uses

Privacy Act Systems—Standard Routine Uses—National Science Foundation

The following standard routine uses apply, subject to the Privacy Act of 1974, except
where otherwise noted, to each system of records maintained by the National Science
Foundation:

1. Members of Congress. Information from a system may be disclosed to congressional
offices in response to inquiries from the congressional offices made at the request of the
individual to whom the record pertains.

2. Freedom of Information Act/Privacy Act Compliance. Information from a system
may be disclosed to the Department of Justice or the Office of Management and Budget in order
to obtain advice regarding NSF’s obligations under the Freedom of Information Act and the
Privacy Act.

3. Counsel. Information from a system may be disclosed to NSF’s legal representatives,
including the Department of Justice and other outside counsel, where the agency is a party in
litigation or has an interest in litigation, including when any of the following is a party to
litigation or has an interest in such litigation: (a) NSF, or any component thereof; (b) any NSF
employee in his or her official capacity; (c) any NSF employee in his or her individual capacity,
where the Department of Justice has agreed to, or is considering a request to, represent the
employee; or (d) the United States, where NSF determines that litigation is likely to affect the
agency or any of its components.

4. National Archives, General Services Administration. Information from a system may
be disclosed to representatives of the General Services Administration and the National Archives
and Records Administration (NARA) during the course of records management inspections
conducted under the authority of 44 U.S.C. 2904 and 2906.

5. Response to an Actual or Suspected Compromise or Breach of Personally Identifiable
Information. Information from a system may be disclosed to appropriate agencies, entities, and
persons when (a) NSF suspects or has confirmed that the security or confidentiality of
information in the system of records has been compromised; (b) NSF has determined that as a
result of the suspected or confirmed compromise there is a risk of harm to economic or property
interests, identity theft or fraud, or harm to the security or integrity of this system or other
systems or programs (whether maintained by NSF or another agency or entity) that rely upon the
compromised information; and (c) the disclosure made to such agencies, entities, and persons is
reasonably necessary to assist with NSF’s efforts to respond to the suspected or confirmed
compromise and prevent, minimize, or remedy such harm.




6. Courts. Information from a system may be disclosed to the Department of Justice or
other agencies in the event of a pending court or formal administrative proceeding, when records
are relevant to that proceeding, for the purpose of representing the government, or in the course
of presenting evidence, or they may be produced to parties or counsel involved in the proceeding
in the course of pre-trial discovery.

7. Contractors. Information from a system may be disclosed to contractors, agents,
experts, consultants, or others performing work on a contract, service, cooperative agreement,
job, or other activity for NSF and who have a need to access the information in the performance
of their duties or activities for NSF.

8. Audit. Information from a system may be disclosed to government agencies and other
entities authorized to perform audits, including financial and other audits, of the agency and its
activities.

9. Law Enforcement. Information from a system may be disclosed to appropriate
Federal, State, or local agencies responsible for investigating, prosecuting, enforcing, or
implementing a statute, rule, regulation, or order, to disclose pertinent information when NSF
becomes aware of an indication of a violation or potential violation of civil or criminal law or
regulation.

10. Disclosure When Requesting Information. Information from a system may be
disclosed to Federal, State, or local agencies which maintain civil, criminal, or other relevant
enforcement information or other pertinent information, such as current licenses, if necessary, to
obtain information relevant to an agency decision concerning the hiring or retention of an
employee, the issuance of a security clearance, the letting of a contract, or the issuance of a
license, grant, or other benefit.

11. To the news media and the public when: (1) a matter has become public knowledge,
(2) the NSF Office of the Director determines that disclosure is necessary to preserve confidence
in the integrity of NSF or is necessary to demonstrate the accountability of NSF’s officers,
employees, or individuals covered by this system, or (3) the Office of the Director determines
that there exists a legitimate public interest in the disclosure of the information, except to the
extent that the Office of the Director determines in any of these situations that disclosure of
specific information in the context of a particular case would constitute an unwarranted invasion
of personal privacy.
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