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1.0 Introduction

NSF is an independent Federal government agency responsible for advancing science and engineering across a broad and expanding frontier.  The NSF Information Technology (IT) Security Program is focused on ensuring that NSF infrastructure and critical assets are appropriately protected while maintaining an open and collaborative environment for scientific research and discovery.  DIS’s IT security program, administrated by the Security, Architecture, Policy and Plans Branch (SAPPB), addresses the security of this infrastructure, and is therefore a critical component in ensuring that NSF has a strong security. The NSF approach to IT security is to implement protective measures to ensure the privacy, integrity, availability, and security of information and information technology resources. 

As part of the proactive approach, DIS strongly believes that automated vulnerability management allows for meaningful assessment of system security against known risks, provides a roadmap for improving computer security, and also provides a simple quantification of software assets.  Comprehensive reporting can also lead to faster detection of, and perhaps fewer damages to, breached systems. 

As vulnerabilities are discovered, they must be reviewed to determine whether the remediation should be applied or withheld because of any negative impact on the software. If a remediation is withheld, then the vulnerability must be tracked as an acceptable risk to the network.

To assist in the automation of vulnerability tracking, mitigation and reporting, NSF has selected the Hercules automated vulnerability remediation product. To ensure that Hercules is used effectively within our environment, NSF requires support and recommendations for reports in the context of the expanded reporting capability of Hercules 4.0.  In addition, NSF requires support for integration of new data sources.
2.0 Background and Objectives

This statement of work outlines the requirements for expanded reporting and creation of reports utilized under the current version 4 architecture. 

3.0 Scope of Work

NSF requires support for the automation of Reporting Services and scanning automation into a central location.  The Hercules Reporting Server will hold all data from the collection of both scanning and Security Policy compliance reporting for NSF.  Because of our migration to a new release of Harris STAT Guardian and its proprietary reporting we require a way to import Harris STAT Guardian scanning and maintain the present level of reporting going forward.

Specific requirements for this installation include: 


Integration with the following sources of data 

o
NSF Phone list with user IDs 

o
ePO Data that includes DAT files, user ids, and device information

o
Radia Databases 

As directed by the COTR, the resolution of any update issues post Hercules 4.0 SP2 deployment that relate to required reports of NSF.

4.0 Deliverables

Installation Plan: 

Within 2 workdays of the project kick-off, the contractor shall submit a detailed project plan, including schedule and anticipated hardware and software requirements for the performance period.  This plan will document the proposed approach and the estimated timeline to complete the tasks that result in the final deliverable. 

Status Reports: 

During installation, daily status reports of progress must be submitted by email or orally to the DIS Project Leader and COTR. These daily updates will be a summary list of activities performed. 
Final Report:

A report detailing the work performed during the performance period will be provided within 5 days of the end of the performance period.  This report should identify any major issues and associated recommendations to NSF, with respect to the limited knowledge gained by the contractor during the engagement. 

5.0 Reports and Meetings

Kick-Off Meeting/Draft Project Schedule:

For this meeting the contractor will meet the team representatives and discuss the requirements needed to develop the Project Plan.  As noted above, the Project Plan including schedule will be due within 2 workdays after the kick-off meeting date.  Any changes or adjustments to this schedule will be coordinated with the DIS Project Leader and the COTR for this contract.

Other Meetings:

DIS will coordinate meetings and reviews to ensure all relevant provisions of the contract are being met. 

6.0 Delivery Schedule 

	Delivery #
	Due
	Description              

	1
	Within 2 days after kick-off
	Project plan

	2
	Daily 
	Current installation progress

	3
	4 weeks from date of award
	Final report


7.0 Work Site

Work will be performed at the NSF offices in Arlington, Virginia and offsite. All meetings and briefings with the DIS staff will be held at the NSF offices or via telephone.

